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Hemispheric Workshop on Cyber Security and Cyber Crime:
Regional Coordination and Information-Sharing
May 9-13, 2011
Miami, United States

Organizers:

The Secretariat of the Inter-American Committee against Terrorism (CICTE) and the Working Group on
Cyber Crime of the Meetings of Ministers of Justice or Attorneys General of the Americas (REMJA) of the
Organization of American States (OAS), in collaboration with the U.S. Departments of Justice and State.

Monday — May 9"

8:00

9:00

9:45

10:30

11:00

12:15

13:00

Registration

Opening Ceremony

e Gordon Duguid, Executive Secretary, Inter-American Committee against Terrorism (CICTE)

e Anthony Teelucksingh, Senior Counsel, Computer Crime and Intellectual Property Section,
U.S. Department of Justice

e (Canadian Representative — To be determined

Keynote / Welcome Address
e Assistant Secretary Greg Schaffer, U.S. Department of Homeland Security

The Nexus between Cyber Security and Cyber Crime
o Kevin P. Newmeyer, Assistant Professor of National Security Affairs, Center for Hemispheric
Defense Studies

Coffee break

Emerging Treats and Vulnerabilities

e Steve Adegbite, President, Forum of Incident Response and Security Teams (FIRST)

e Pablo Martinez, Deputy Special Agent in Charge, Criminal Investigative Division, United
States Secret Service

Evolving a Theory of Cyber Power
e Dr. Stuart Starr, Center for Technology and National Security Policy, National Defense

University (NDU)

Lunch

This activity is being undertaken by the OAS/CICTE with the financial support of the Government of Canada

. * Government  Gouvernement
of Canada du Canada



Organizacién de loe Estadpy Smercanos

-} Organizacae dos Bstados Americanes
Organisation des Elats Americains

Orpanization of American Hales

14:30

16:00

16:30

17:30

Use of the Internet for Terrorist Purposes

e Luis Hernandez, Chief, Information Technology Group, Civil Guard of Spain

e Romulo Dantas, Director for Counterterrorism, The Brazilian Intelligence Agency

e Willy Straubhaar, Deputy Program Manager for Cyber Training, Office of Antiterrorism
Assistance, U.S. Department of State

Break

Cyber Security and Cyber Crime: Implications for Economic Security and Development
e Representative of the World Bank — invited

e Representative of Symantec — invited

e Anthony Teelucksingh, CCIPS, U.S. Department of Justice

Adjournment

Tuesday — May 10"

09:00

10:45

11:15

12:00

13:00

14:30

Public-private Partnership in Cyber Security and Combating Cyber Crime

e Representative of The United States Computer Emergency Readiness Team (USCERT) — To
be determined

e Rick Lamb, Program Director of Domain Name System Security Extensions Division
(DNSSEC), Internet Corporation for Assigned Names and Numbers (ICANN)

e Carlos Kasprzykowski, Security Advisor, Microsoft

e Christopher Sonderby, Lead Security and Investigations Counsel, Facebook — invited

Coffee break

Securing the OAS Network —A Case Study
e Juan Jose Goldschtein, Director, OAS Department of Information and Technology Services
(DOITS)

Coordinating the Efforts of National CSIRTs and Law Enforcement Agencies

e Raphael Mandarino, Director of the Department of Information and Communications
Security, Presidency of Brazil

e Carlos Kizzee, Director for Strategic Initiatives, Critical Infrastructure Cyber Protection &
Awareness, National Cyber Security Division, U.S. Department of Homeland Security

Lunch

Regional and International Cooperation: Challenges and Opportunities

e Brian Sullivan, Program Manager, Cyber Security Program, OAS/CICTE

e Michael Thomas, Specialist, REMJA (OAS Department of Legal Cooperation)

e Kristina Ohhlson, Program Officer, Anti-Terrorism Unit, Organization for Security and Co-
Operation in Europe (OSCE)
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15:30 Coffee break
16:00 Working Group Sessions — Wrap-up discussion

17:00 Adjournment

Wednesday — May 11

09:00 Working with ISPs
e Anthony Harris, Executive Director, Argentinean Chamber of Databases and Online Services
(CABASE)
e Bernadette Lewis, Secretary General, Caribbean Telecommunications Union (CTU) — Invited
e Bevil Wooding, Outreach Director, Packet Clearing House
e Marc Crandall, Products Counsel, Google — Invited

10:30 Coffee Break

11:00 Developing a National Strategy or Framework for Cyber Security
e Joseph Richardson, Fellow, International Cyber Center, George Mason University
e Juanita Rodriguez, Director, Division for Information Management and Technology, Ministry
of National Defense, Colombia

12:00 International Case Studies
e Coreflood — To be determined
e National Police of Colombia (DIJIN) — To be determined

13:00 Lunch

14:30 Cyber Warfare: Legal, Political and Security Implications
e Eneken Tikk, Legal Advisor for the Cooperative Cyber Defense Centre of Excellence, NATO

15:30 Break
16:00 Group discussions

17:00 Adjournment
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Thursday — May 12"

Cyber Security Policy Track 1 Cyber Crime Track 2
09:00 How to create a National CSIRT 09:00 Courtroom Presentation of Electronic
CERT-CC Evidence
Representative of AR-CERT, | 10:00 Placing the Defendant at the Keyboard
Argentina
11:00 Introduction of Country Working
Group problem
13:00 Lunch 13:00 Lunch
14:30 Developing National CSIRT | 14:30 Country Working Groups
Capabilities
CERT-CC
Representative of VENCERT,
Venezuela

Cyber Security Technical Track 3 -- Tabletop Exercise (All day)

Friday — May 13"

Cyber Security Policy Track 1 Cyber Crime Track 2
09:00 Developing National Cyber Security | 09:00 I-phone forensics
Policy

Joe Richardson — ICC, GMU

10:00 Country Working Group Reports

Cyber Security Technical Track 3 -- Tabletop Exercise (Morning)

13:00 Lunch

14:30 Report - Cyber Security Technical Track 3 — Exercise out-briefing
15:00 Break

15:30 Conclusions of Cyber Security and Cyber Crime Tracks

16:15 Closing Ceremony and Adjournment
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