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AN ACT

to develop a safe, secure and effective environment for the consumer, business sector and the
Government to conduct and use electronic communications; promote legal certainty and
confidence, and encourage investment and innovation, in the electronic communications
industry; facilitate the creation of secure communication systems and networks; establish the
Central Monitoring and Coordination Centre and define its functions; repeal the Computer
Misuse and Crimes Act, 2004; and provide for matters connected with or incidental to the
foregoing.

[4th December, 2009]

Act 21 of 2009,

SI 105 of 2009,

PART I
PRELIMINARY
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1. Short title

This Act may be cited as the Electronic Communications and Transactions Act.

2. Interpretation

In this Act, unless the context otherwise requires—

“access” in relation to a computer system or electronic communication system, means the right to use
or open the whole or any part of the computer system or electronic communication system, or to see,
open, use, get or enter information in the computer system or electronic communication system, with
authorisation from the owner or operator thereof;

“addressee” in relation to a data message, means a person who is intended by the originator of the
data message to receive it, but not a person acting as an intermediary in respect of that data message;

“advanced electronic signature” means an electronic signature that is unique to the user, capable of
verification, under the sole control of the person using it, and linked to the data in such a manner that if
the data is changed, the signature is invalidated;

“Anti-Corruption Commission” means the Anti-Corruption Commission established under the Anti-
Corruption Commission Act;

“aural transfer” means a transfer containing the human voice at a point between, and including, the
point of origin and the point of reception;

“authentication products or services” means products or services designed to identify the holder of
an electronic signature to other persons;

“authentication service provider” means a person whose authentication products or services are
accredited by the Accreditation Authority under section 29 or recognised by the Minister under section
32;

“Authority” means the Communications Authority continued under section 4 of the Information and
Communication Technologies Act, 2009;

“automated transaction” means an electronic transaction conducted or performed, in whole or in
part, by means of data messages in which the conduct of data messages of one or both parties are not
reviewed by a natural person in the ordinary course of the natural person’s business or employment;

“browser” means a computer program which allows a person to read a hyperlinked data message;

“cache” means high speed memory that stores data for relatively short periods of time, under
computer control, in order to speedup data transmission or processing;

“call-related information” includes switching, dialing or signaling information that identifies the origin,
destination, termination, duration and equipment identification of each communication generated or
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received by a customer or user of any equipment, facility or service provided by a service provider and,
where applicable, the location of the user within the telecommunications system;

“ccTLD” means country code domain at the top level of the internet’s main system signed according to
the two-letter codes in the International Standard ISO 3166-1, Codes for Representation of Names of
Countries and their Subdivision;

“certification service provider” means a person providing an authentication product or service in the
form of a digital certificate attached to, incorporated in or logically associated with, a data message;

“communication” means oral, wire or electronic communication;

“computer” means an electronic, magnetic, optical, electrochemical or other high speed data
processing device, performing logical, arithmetic or storage functions, of any data storage facility or
communications facility directly related to, or operating in conjunction with, such device;

“computer data” means a representation of facts, information or concepts in a form suitable for
processing in a computer system, or a program which is able to cause a computer system to perform a
function;

“computer system” means a device or a group of interconnected or related devices, one or more of
which, pursuant to a program, performs automatic processing of data;

“computer virus” means a written software which is willfully spread for purposes of causing damage to
a computer system;

“consumer” means any natural person who enters, or intends to enter, into an electronic message with
a supplier as the end-user of the goods or services offered by that supplier;

“content” in relation to an electronic communication, includes any information concerning the
substance, purport or meaning of that communication;

“cracking” means an illegal act of decoding a password;

“critical data” means data that is declared by the Minister under section 44 to be important for
purposes of national security or the economic and social well-being of the citizens of Zambia;

“critical database” means a collection of critical data in electronic form from where it may be accessed,
reproduced or extracted;

“critical database administrator” means the person responsible for the management and control of a
critical database;

“cryptograph product” means any product that makes use of cryptographic techniques and is used by
a sender or recipient of data messages for the purposes of ensuring—

      (a)   that such data can be accessed only by relevant persons;
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      (b)   the authenticity of the data;

      (c)   the integrity of the data; or

      (d)   that the source of the data can be correctly ascertained;

“cryptography provider” means a person who provides, or who proposes to provide, cryptograph
services or products in Zambia;

“cryptograph service” means any service which is provided to a sender or a recipient of a data
message, or to anyone storing a data message, and which is designed to facilitate the use of
cryptographic techniques for the purpose of ensuring—

      (a)   that such data or data message can be accessed, or can be put, into an intelligible form only by
certain persons;

      (b)   that the authenticity or integrity of such data or data message is capable of being ascertained;

      (c)   the integrity of the data or data message; or

      (d)   that the source of the data or data message can be correctly ascertained;

“cyber” means the use, simulated environment or state of connection or association with electronic
communications or networks including the internet;

“cyber inspector” means a person appointed as such under section 93;

“damage” means an impairment to the integrity or availability of data, a program, a system or
information;

“data” means electronic representations of information in any form;

“data controller” means any person, either alone or in common with other persons, who controls and
is responsible for keeping and using of personal information on a computer, or in structured manual
files, and electronically requests, collects, collates, processes or stores personal information from or in
respect of a data subject;

“data interference” means the corruption, damaging, deletion, deterioration, alteration or suppression
of computer data without authority;

“data message” means data generated, sent, received or stored by electronic means and includes—

      (a)   a voice, where the voice is used in an automated transaction; and

      (b)   a stored record;

“data subject” means any natural person from, or in respect of whom, personal information has been
requested, collected, collated, processed or stored, after the commencement of this Act;
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“decryption” means the electronic transformation of data or communication that has been encrypted;

“delayed access message service” means a method by which a communication intended for a person
can be submitted using a communications system, without the person being in direct contact with
anyone submitting the communication and can be subsequently accessed by the person, whether or
not other persons are able to access it;

“denial” of service attacks means rendering a computer system incapable of providing normal services
to its legitimate users;

“device” means an apparatus which can be used to intercept a wire, oral or electronic communication
other than—

      (a)   a telephone or telegraph instrument, equipment or facility, or any component thereof, furnished
to the subscriber or user by a provider of wire or electronic communication service in the ordinary
course of business and—

      (i)   used by the subscriber or user in the ordinary course of business or furnished by such
subscriber or user for connection to the facilities of such service and used in the ordinary course of
business; or

      (ii)   used by a provider of wire or electronic communication service in the ordinary course of
business, or by a law enforcement officer in the ordinary course of the law enforcement officer’s
duties; or

      (b)   a hearing aid or similar device;

“digital signature” means an electronic signature consisting of a transformation of an electronic record
using an asymmetric crypto-system such that a person having the initial untransformed electronic
record and the signer’s public key can accurately be determined—

      (a)   whether the transformation was created using the private key that corresponds to the signer’s
public key; or

      (b)   whether the initial electronic record has been altered since the transformation was made; and
includes voice recognition features, digital fingerprinting or such other biotechnology feature or
process, as may be prescribed;

“distributed denial of service” means an attack that makes use of the user or server technology to
multiply the effectiveness of the denial of service attack on one or more computer systems;

“domain name” means an alpha-numeric designation that is registered or assigned in respect of an
electronic address or other resource on the internet;

“domain name system” means a system to translate domain names into IP address or other
information;

“Drug Enforcement Commission” means the Drug Enforcement Commission established under the
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Narcotic Drugs and Psychotropic Substances Act;

“e-government service” means any public service provided by electronic means by any public body;

“electronic agent” means a computer program or an electronic or other automated means used
independently to initiate an action or respond to data messages or performances in whole or in part, in
an automated transaction;

“electronic signature” means data attached to, incorporated in, or logically associated with other data
and which is intended by the user to serve as a signature; electronic communication means a transfer of
signs, signals, writing, images, sounds, data or intelligence of any nature transmitted in whole or in part
by radio, electromagnetic, photo-electronic or photo-optical system, but does not include—

      (a)   any wire or direct oral communication;

      (b)   any communication made through a tone-only paging device;

      (c)   any communication from a tracking device; or

      (d)   electronic funds transfer information stored by a financial institution in a communications
system used for the electronic storage and transfer of funds;

“electronic communications system” means a radio, electromagnetic, photo-optical or photo-
electronic facility for the transmission of electronic communications, and any computer facility or
related electronic equipment, for electronic storage of such communications;

“electronic communication service” means any service which provides the ability to send or receive
electronic communications to users;

“electronic storage” means—

      (a)   a temporary or intermediate storage of an electronic communication incidental to the electronic
transmission thereof; and

      (b)   a storage of any communication by an electronic communication service for purposes of backup
for protection of such communication;

“electronic surveillance” means—

      (a)   the installation or use of an electronic, mechanical or other surveillance device for acquiring
information, by intentionally directing surveillance at a particular known person who is located within
Zambia under circumstances in which that person has a reasonable expectation of privacy; or

      (b)   the intentional acquisition of the contents of any communication under circumstances in which a
person has a reasonable expectation of privacy;

electronic user means a known person who is expected to possess control transmit or receive electronic
information while the person is within Zambia; (/)



“e-mail” means electronic mail or a data message used, or intended to be used, as a mail message
between the originator and addressee in an electronic communication;

“encryption” means the electronic transformation of data in order to obscure or hide its content;

“hacking” means to access a computer illegally from a remote location, or without the authority of the
owner;

“home page” means the primary entry point web page of a website;

“hyperlink” means a reference or link from some point in one data message or other technology or
functionality, directing a browser or other technology or functionality, to another data message or point
therein or to another place in the same data message;

“ICANN” means the Internet Corporation for Assigned Names and Numbers, a California non-profit
public benefit corporation established under the laws of the State of California in the United States of
America;

“illegal trade and commerce” means any internet fraud- related activity, or the use of the internet as a
medium for illegal trade or any other illegal activity;

“information system” means a system for generating, sending, receiving, storing, displaying or
otherwise processing data messages, and includes the internet;

“information system services” includes the provision of connections, the operation of facilities for
information systems, the provision of access to information systems, the transmission or routing of data
messages between or among points specified by a user and the processing and storage of data, at the
request of the recipient of the service;

“infringement” means the illegal use of copyright and other intellectual property rights;

“intelligence” means—

      (a)   information, whether or not concerning an electronic user within or outside Zambia, that relates
to the ability of the Republic of Zambia to protect against—

      (i)   an actual or potential breach, attack or any grave or hostile act on a wire or electronic
communication system;

      (ii)   any breach, sabotage or terrorism on a wire or electronic communication system by a person
within or outside Zambia, a foreign power or an agent of a foreign power; or

      (iii)   clandestine intelligence activities by an intelligence service, a network of a foreign power or an
agent of a foreign power;

      (b)   information, whether or not concerning a citizen of Zambia or an electronic user with respect to
a foreign power or foreign territory, that relates to the national defence or the security of the Republic
of Zambia; or
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      (c)   the conduct of the foreign affairs of Zambia;

“intercept” means to access or acquire the contents of a communication through an electronic,
mechanical or other device;

“interception device” means a device or process which records or decodes electronic or other
impulses which identify the numbers dialed or otherwise transmitted on the telephone line to which
such device is attached;

“intermediary” means a person who, on behalf of another person, whether as agent or not, sends,
receives or stores a particular data message or provides other services with respect to that data
message;

“internet” means the interconnected system of networks that connects computers around the world
using the TCP/ IP or other protocols, and includes future versions thereof;

“IP address” means the dynamic or static number identifying the point of connection of a computer or
other device to the internet;

“judge” means a judge of the High Court;

“law enforcement officer” means—

      (a)   a police officer above the rank of sub-inspector;

      (b)   an officer of the Anti-Corruption Commission;

      (c)   an officer of the Drug Enforcement Commission;

      (d)   an officer of the Zambia Security Intelligence Service; and

      (e)   any other person appointed as such by the Minister for purposes of this Act;

“misuse of device” means the production, sale, procurement for use, distribution, possession or
otherwise making available, of a computer password, access code or data by which the whole or any
part of a computer system is capable of being accessed, or a device or computer program designed or
adapted primarily for the purpose of committing an offence;

“Monitoring Centre” means the Central Monitoring and Coordination Center established pursuant to
section 65;

“natural person” means an individual;

“oral communication” means a verbal communication or any communication through sign language,
but does not include any electronic communication;

“originator” means a person by whom, or on whose behalf, a data message purports to have been sent
or generated prior to storage, if any, but does not include a person acting as an intermediary with
respect to that data message;
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“person” includes a public body;

“personal information” means information about an identifiable individual, including, but not limited
to—

      (a)   information relating to the race, gender, pregnancy, marital status, nationality, ethnic or social
origin, colour, age, physical or mental health, well-being, disability, religion, belief, culture, language and
birth of the individual;

      (b)   information relating to the education or the medical, criminal or employment history of the
individual, or information relating to financial transactions in which the individual has been involved;

      (c)   any identifying number, symbol, or other particular assigned to the individual;

      (d)   the address, fingerprints or blood type of the individual;

      (e)   the personal opinions, views or preferences of the individual, except where they are about
another individual or about a proposal for a grant, an award or a prize to be made to another individual;

      (f)   correspondence sent by the individual that is implicitly or explicitly of a private or confidential
nature, or further correspondence that would reveal the contents of the original correspondence;

      (g)   the views or opinions of another individual about the individual;

      (h)   the views or opinions of another individual about a proposal for a grant, an award or a prize to
be made to the individual, but excluding the name of the other individual where it appears with the
views or opinions of the other individual; and

      (i)   the name of the individual where it appears with other personal information relating to the
individual or where the disclosure of the name itself would reveal information about the individual, but
excludes information about an individual who has been dead for more than twenty years;

“private body” means—

      (a)   a natural person who carries, or has carried on, any trade, business or profession, but only in
such capacity;

      (b)   a partnership which carries, or has carried on, any trade, business or profession; or

      (c)   any former or existing juristic person, other than a public body;

“plain text” means decrypted or unencrypted data;

“pornography” means material that visually depicts images of a person engaged in explicit sexual
conduct;

“public body” means—

      (a)   any department of the Government or any local authority; or (/)



      (b)   any other functionary or institution exorcising—

      (i)   a power, or performing a duty, under the Constitution; or

      (ii)   a power, or performing a function, under any other law;

“recovery agent” means a person or entity who provides recovery information for storage services;

“recovery device” means hardware or software, that allows plaintext to be obtained, even if attempts
are made to protect it through encryption or other security techniques or devices, by enabling a
modification of any part of a computer or other system;

“recovery information” means a parameter that can he used with an algorithm, other data or object,
which can be used to decrypt data or communications;

“registrant” means an applicant for, or holder of, a domain name;

“Registrar” means an entity which is licensed by the Authority to update a repository;

“Register” means the Register of cryptography providers established under section 22;

“registry” means an entity licensed by the Authority to manage and administer a specific sub-domain;

“remote computing service” means the provision of computer storage or processing services to the
public by means of an electronic communications system;

“second level domain” means the sub-domain immediately following the ccTLD;

“service provider” means a public or private entity authorised to—

      (a)   provide or offer electronic communications by means of a computer system;

      (b)   process or store computer data on behalf of a communication service or users of such service;
or

      (c)   own an electronic communications system to provide or offer an electronic communication
service;

“sign language” means a language that uses manual communication, body language, facial
expressions, lip patterns, hand shapes, orientation and movement of the hands, arms or other parts of
the body, other than sound, to communicate or express a person’s thoughts;

“spamming” means an illegal attempt or act to deliver a message, over the internet, to someone who
has not solicited it;

“stored communication” means communication that has been submitted using a delayed access
message service, is stored on equipment, and can be accessed;

“stored recovery information” means information that can be used to decrypt data or electronic(/)



communications;

“sub-domain” means any subdivision of the zm domain name space which begins at the second level
domain;

“system interference” means the illegal interception, hindering or data interference of an electronic
communications system or computer system, or the inputting, transmission, damage, deletion,
deterioration, alteration or suppression of computer data, an electronic communication or its contents
through, or by means of, an illegal access;

“TCP/IP” means the Transmission Control Protocol Internet Protocol used by an information system to
connect to the internet;

“third party” in relation to a service provider, means a subscriber to the service provider’s services, any
other user of the service provider’s services or a user of information systems;

“TLD” means a top level domain of the domain name system;

“traffic data” means any computer data indicating the electronic communication’s origin, destination,
route, time, date, size, duration or type of underlying service and any content thereof;

“transaction” means a transaction of either a commercial or non-commercial nature or the provision of
information or e-government services, but does not include any banking transaction or electronic funds
transferred by a financial institution;

“trespasser” in relation to a computer or electronic communication system, means a person who
accesses a computer or electronic communication system without authorisation, but does not include a
person authorised by the owner or operator of the computer or electronic communication system to
access all or part of the computer or electronic communication system;

“universal access” means access by all citizens of Zambia to internet connectivity and electronic
transactions;

“user” means a person or entity who is authorised by a service provider to use its services;

“WAP” means the Wireless Application Protocol; an open international standard developed by the
Wireless Application Protocol Forum Limited, a company incorporated under the laws of the United
Kingdom, for applications that use wireless communication, and includes internet access from a mobile
phone;

“wire communication” means an aural transfer made in whole or in part for the transmission and
storage of communications by the aid of wire, cable or other like connection;

“web page” means a data message on the World Wide Web;

“website” means any location on the internet containing a home page or web page;

“World Wide Web” means an information browsing framework that allows a user to locate and access
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information stored on a remote computer and to follow references from one computer to related
information on another computer;

“Zambia Development Agency” means the Zambia Development Agency established under section 4
of the Zambia Development Agency Act, 2006;

“Zambia Postal Services Corporation” means the Zambia Postal Services Corporation established
under the Postal Services Act; and

“zm domain name space” means the .zm ccTLD assigned to the Republic of Zambia according to the
two-letter codes in the International Standard ISO.

3. Application

   (1) Subject to the other provisions of this section, this Act applies in respect of any electronic
transaction or data message.

   (2) This Act shall not be construed as—

      (a)   requiring any person to generate, communicate, produce, process, send, receive, record, retain,
store or display any information, document or signature by, or in. electronic form; or

      (b)   prohibiting a person from establishing requirements in respect of the manner in which that
person will accept data messages.

   (3) Sections 5 and 6 of this Act do not apply to the Lands Act.

   (4) Part II of this Act does not apply to the Wills and Administration of Testate Estates Act.

   (5) This Act shall not be construed as giving validity to any of the following transactions—

      (a)   an agreement for the alienation of immovable property under the Lands Act;
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