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FOREWORD

Information Communication Technology (ICT) is changing the way individuals, societies, and the world
interacts, communicates, and behaves. The potential of ICT is boundless and is constrained only by limits of
the human imagination. '

The Royal Government of Bhutan has prioritized ICT as the principal enabler for a knowledge-based society
- a society that leatns to learn, with a sound development policy inspired by the philosophy of GNH.
Mandated with the responsibility to create an informed society bonded by a shared national consciousness,
the Ministry of Information & Communications has undertaken numerous initiatives to enable Bhutan to
build a knowledge society, including the establishment of ICT backbone infrastructure to improve access,
developing and promoting the use of application systems, optimizing the use of technology and data sharing
through adopton of uniform standards, creating the right environment by putting in place appropriate policy
& legislation instruments, and providing ICT education.

However, there are many untapped areas we need to leverage to achieve the Rcyal Government's ICT
agenda. Hence, the Government has embarked on developing this whole of government e-Gov Master Plan.
Consolidating the gains made in the past years, the e-Government Master Plan provides u clear vision as weli
as holistic JCT programs and strategies for the Government for the next five years. Thrce desired cutcomes
aligned to the four pillars of GNH have been identified to achieve the ICT vision: ICT JSer Good Governance,
ICT jor Informatior Scdcty (cuiture & environment) and 1CT for sustainable socio economic develgpmert. Hence, all
government sectors shovld align and draw inspuration from the ICT Strategies spelt out in the e-Gov Master
Plan for their respective sectors.

A crideal success factor in implementing the e-Gov Master Plan is also to have an effective Governance
framework and processes which will enable the government to have a holistic overview on 1CT spending,
shaced and common systems, cross-agency initiative across the whole of government for effective planning

and an insututionalized monitoring and control mechar:isms for ICT project through the governauce system.

This eGov Masterplan has been developed through inclusive consultative processes involving stakeholders
from the entire spectrum of ministries, autonomous agencies, corporations and private sector. I thanl all the
stakeholders for their nieaningful and constructive contributions in developing this very itnportant Mastet
plan which will guide the development of ICT in the next five years. I have no doubt dhat this c« -operative
spirit will also continue during the implementation phace.

Tasht Delek!

Anigen

(I'shering Tobgay)
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EXECUTIVE SUMMARY

The Royal Government of Bhutan (RGoB) recognises the value that ICT can bring
towards the achievement of Gross National Happiness. The Ministry of Information and
Communications (MolC), which helms the promotion of ICT in Bhutan, worked in
collaboration with the Government Ministries, autonomous agencies, corporations and
Non-Government Organisations (NGOs) to develop the e-Government Masterplan for the
Kingdom of Bhutan. It is the first time that the Ministry embarked on a holistic approach to
eGov planning guided by the development philosophy of Gross National Happiness
(GNH).

The e-Government Masterplan seeks to drive social and economic development through
ICT in the 11" Five-Year Plan (11FYP). It provides a coherent and holistic view of the ICT
strategies, initiatives and projects that the RGoB will undertake over the next 5 years. To
ensure effective implementation, it is required to institutionalize an e Gov Governance
structure, including setting up of eGov Program Management Office (PMO) within DITT,
MolC as a key agent to drive effective governance. The Office will ensure smooth
coordination of the committee meetings and manage effective implementation of ICT

initiatives across all government agencies.
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INTRODUCTION

The Ministry of Information & Communications has embarked on the development of
Bhutan’s first eGov Masterplan, building on the existing ICT policies/strategies including the
ICT Roadmap that was aligned to the overall ICT vision. The effort was driven by the need

to:
* Establish the current state of ICT readiness, identify gaps and chart way forward

* |dentify/prioritize ICT projects across the whole-of Government and guide ICT

spending
* Align to global technology developments and trends.

* Garner support of all agencies to collectively leverage ICT in Government service
delivery

This eGov Masterplan will complement the 11FYP by providing a coherent and holistic view
of RGoB's ICT initiative as an eGovernment. It covers key ICT initiatives that will cut across
the whole-of Government and high priority ICT initiatives that are specific to Ministry/Agency
business lines. The Masterplan will be further supplemented by key Sectoral Masterplan
such as Education ICT Masterplan, Health ICT Masterplan, Finance ICT Masterplan,

Tourism ICT Masterplan and few other important sectors.

A clear eGov governance structure and processes including setting up of e-Gov Programme
management office (PMO) will be instituted to drive the implementation of the eGov
Masterplan. Effective governance is critical to the achievement of the ICT vision and prudent
management of investments in the area of ICT. A high-level 5-year implementation
Roadmap and a communication plan to inform all stakeholders of information related to the
eGov Masterplan (i.e the rationale, benefits, impact, approach and timeline etc targeting

different groups) will be formalized.
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APPROACH

A 5-stage consultative approach was adopted for the masterplanning exercise.

Guided by the tenets of good and effective governance, roundtable discussions
and interviews with Government Ministries, autonomous agencies, corporations
and Non-Government Organisations (NGOs) were conducted. The comments
and recommendations were taken into account in the development of the final

version of the Plan.

5-Stage Masterplanning Methodology
The 5-Stage Masterplanning Methodology is summarised below.

The process starts with Stage 1: Plan when the project kicks off with the
establishment of governance structures and related processes to oversee and
guide the entire planning exercise. Stage 2: Discover analyses the present
state — its strengths, weaknesses, opportunities and threats, and feedback from
engagement of key stakeholders from the Government, businesses and
community. Stage 3: Design looks at the performance measurement. The
Discovery and Design phases under Stage 2 and Stage 3 are iterative and result
in validated concepts that form the basis for the development of the draft Plan.
Stage 4: Report is when compiled information are put together into a draft Plan.
Stage 5: Consult opens the draft Plan for consultation via roundtable reviews
and via email poll for feedback in order to hear and incorporate the concerns and

recommendations.
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Figure 1: 5-Stage Masterplanning Methodology
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2. TAKING STOCK

2.1 Bhutan’s ICT Achievements To Date

Bhutan has made good progress in ICT, as can be seen from the many

achievements made in terms of infrastructure, telecommunications, eService

delivery, capacity building and policy formulation. Some of the notable

achievements in these areas are highlighted below:

Infrastructure

@]

The National Broadband Masterplan project is being implemented to
establish optical fibers in all 20 Dzongkhags and 205 Gewogs. Fibers have
currently reached all 20 Dzongkhags and 138 Gewogs. Except for four
gewogs, fibers to the remaining gewogs are scheduled for completion by
July 2014.

On the international front, a Second International Gateway at Gelephu has
been established and operationalized to create the required redundancy.
Power Grid Corporation of India Limited (PGCIL) has strung OPGW
between Bongaigoan and Gelephu (BPC Gantry) to facilitate this

connectivity.

Video conferencing  facility available to all 10 ministries and 20

Dzongkhags;

More than 90 Government organizations are connected through the
Thimphu Wide Area Network (WAN). This network will facilitate a secure,
efficient and reliable communications across all public agencies in Thimphu
and contributes towards realizing the role of ICT in enhancing good

governance;

182 community centres (CCs) have been established. 131 CCs are

planned to be connected with broadband internet by December 2013.

Making computers freely accessible to some of the rural communities to
facilitate learning® (HIWEL); and

Establishment of first IT Park at Babesa on 1% Nov 2011.

? Hole-in-the-Wall Education Ltd (HiWEL) is an Indian initiative that facilitates learning for marginalized
children and their communities through free and public access to computers. The computers, called Hole-in-
the-Wall Learning Stations, are housed in self-contained robust units that are designed for easeof use and to
withstand harsh weather conditions.
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Telecommunications

o The second mobile operator was granted licence in 2006;

o Mobile subscribers has reached 77.8% (560,890 subscribers) as of Dec
2012; and

o All 205 gewogs have access to mobile services and remaining 74 villages

will be connected by mobile services by end of December 2013.

e-Service Delivery

In the area of e-Services, a Government-to-Citizen (G2C) initiative is underway to

implement 135 e-Services.

Capacity building

The RGoB is currently working with the Indian Government on a five-year
capacity building initiative, called Chiphen Rigpel, starting from May 2010 to Apr
2015. It is a comprehensive programme that includes ICT training for
Government and Local leaders, senior and middle level managers, ICT
professionals, teachers, youths, monks, entrepreneurs and children in the rural
communities. It also involves equipping schools with computer laboratories,
setting up of ICT training centres in the University, Vocational Institutes and youth

centres as well as learning stations in Community Centres.

Policy/Standards

Some ICT policies are already put in place, e.g. information sharing policy and
policy to centralize all 350 ICT professionals in the Government to be under the
DITT, but awaiting full implementation. The Telecom and Broadband Policy has

been formulated and is currently undergoing GNH screening tool.

Standards based support for Dzongkha language has been developed in ICT
systems and is now available on all main computer operating systems (MS
Windows, Linux, Apple OSX) and in most types of application. Dzongkha
characters are also now supported in most standard internet and
communications protocols via the Unicode and ISO 10646 character encoding

standards.
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Key Findings

Clarity of Desired Outcomes and Goals

Through the development of the Bhutan ICT Roadmap, there is a clear
articulation of the vision statement, desired outcomes and goals. However, the
strategies and initiatives in the Roadmap need to be better aligned to these

desired outcomes and goals, and re-validated.

Whole-of-Government Initiatives

More can be done with regard to Whole-of-Government initiatives, be it data,

infrastructure or application systems.

In terms of data, the RGoB does not have data hubs for its people, businesses
and land. In other words, there is no single source of truth for its people,
business and land data and there is a lack of data sharing across the various

government organisations.

In the area of infrastructure and applications, all Ministries run their own ICT
infrastructure, namely server management and email, and this is putting a strain
to the ICT professionals in the Ministries in terms of technical support. Ministries
also have their own HR, Finance and Procurement systems which are governed

under a set of specific common regulations.

Ministries’ server rooms can be consolidated into a Government Data Centre and
their messaging (email) infrastructure can be migrated to a centralized
messaging infrastructure. By doing so, there is less duplication of work,
economy of scale, security, more optimal storage management and better

performance/service level.

Government-wide shared application systems such HR, Finance and
Procurement can be developed so all Ministries can make use of such shared

systems to perform their business operations.

Citizen Engagement

Most Governments around the world are striving towards active citizenry in their
countries. They are looking at various means of reaching out to them, informing
them and engaging them in policy making. The RGoB has yet to leverage on ICT
extensively to engage citizens and businesses and could consider implementing
initiatives such as policy consultation portal and use of social media to start

engaging the citizens and businesses.
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Mobile services

As Bhutan will continue to experience even higher mobile subscription and usage
in the coming years, the RGoB should tap on the potential that the mobile
channel can offer and deliver as many public services as possible via the mobile

channel.
Governance

There is currently no oversight of ICT usage and spending in the Government.
ICT issues are escalated to the Committee of Secretaries (COS) and committees

are formed in an ad hoc manner to guide the implementation of ICT initiatives.

Addressing the Gaps

Based on information collated during the stock take and analysis of key findings,
the execution of the following mechanisms will address the gaps that have been

identified. These mechanisms are incorporated in the e-Government Masterplan.

a) Align and re-validate the existing list of ICT strategies and initiatives to

desired outcomes and goals for ICT;

b) Conceptualise impactful Whole-of-Government initiatives, be it in the areas

of data, infrastructure or application systems;

c) Explore the use of the mobile platform for service delivery and support of
dzongkha localisation. Initial implementation can include the use of SMS for

notification and public announcement;

d) Expand the existing limited 3 G mobile infrastructure so that services

delivery over mobile could be more effective

e) Establish governance structures to monitor and guide the successful

implementation of the e-Government Masterplan; and

f) Collect quality ICT statistics to estalish baseline and Key Performance
Indicators (KPIs) measurement and dissemination to regional and

international bodies for benchmarking purposes.
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E-GOVERNMENT MASTERPLAN

ICT Vision

“An ICT-Enabled, Knowledge-Based Society as a Foundation

for Gross National Happiness”

The ICT Vision is positioned as a foundation for Gross National Happiness
(GNH). It focuses on human capital investment and recognises information and
ICT as key tenets of good governance, social and economic development in
Bhutan. Education becomes a high priority as Bhutan builds a society that learns

to learn.

Desired Outcomes

The three desired outcomes that the Royal Government of Bhutan hopes to

achieve in order to realise the ICT Vision are as follows:
- |ICT for Good Governance;
- ICT for a Bhutanese Information Society; and

- ICT as a Key Enabler for Sustainable Economic Development

Strategies

Strategies articulate, at a high-level, the priorities or focus areas for the period of
the masterplan in order to attain the vision and desired outcomes. The strategies

to be adopted for each desired outcome is listed in Figure 2.
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ICT for Good Governance

Good governance is a key pillar of GNH and it is desirous that effective and

transparent political and administrative process within the government be further

enhanced through the use of ICT.

The four goals that are identified to achieve this desired outcome are:

i)

ii)

Transparency and Accountability

Processes and business rules can be encapsulated within ICT systems to
promote transparency. Owners of these processes and rules could be

clearly identified which enforces accountability.

Effectiveness and Efficiency

Automating the business operations and sharing/consolidation of ICT
resources within the Government will result in cost efficiency and

effectiveness in decision-making.

Citizen and Business Centricity

Government services, with the use of ICT, greatly improve the provision
and outreach of services to the citizens and businesses, making it more

convenient for them to do business with the Government.

Citizen Participation and Engagement

ICT could provide a powerful platform to better engage and draw citizens’

participation through online forum or social media.
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Initiatives/Projects ‘ Yri Yr2 ‘ Yr3 Yrd ‘ Yr5 Lead Agency
Networked Government
P1. National Broadband Network (last mile) DITT/MolC
P2. Government Intranet (TWAN) 190 DITT/MolC
P3. BhutanCIRT 25 DITT/MolC
ICT Policy and Legal Framework
P4. e-Government Policy 2 DITT/MolC
P5. Telecom and Broadband Policy 20 DITT/MolC
P6. ICM Act 1 DolM/DITT/MoIC
ICT Capability Development
P7. Parenting of ICT Professionals 267 DITT/
. MolC
P8. Development of Leadership and Non-ICT 1000 DITT/MolC,
Professionals ChiphenRigpel
ICT for Sectoral Transformation
P9. ICT Masterplan for MoE MoE
P10. ICT Masterplan for MoF MoF
P11. ICT Masterplan for Health MoH
P12. ICT Masterplan for Agriculture MoA
P13. ICT Masterplan for Tourism TCB
Whole-of-Government Shared Services
P12. e-GIF 42 DITT/MolC
P13. Common Data Hubs 50 DITT/MolC
121 (76
under
. DITT,
P14. Common Systems (Govt email, e- 34mePr
Procurement, National Spatial Data infra, e- Respective
L ocu
Authentication, ePayment Gateway, 1 1rr; System Owners
Personal Information. sys) GIS &
3.1m
PIS)
P15. Government Data Centre 120 DITT/MolC
Electronic Services
. G2C office, DITT/
P16. G2C Services 100 MolC
P17. G2B Services MoEA
Ministry or Agency Specific ICT Initiatives
P18. Natl. e-Commerce Framework MoEA
P 19. Public Financial Mgt. System, Online
Tax filing system& major overhaul customs
process, Info sys on state owned 129.65 MoF
enterprises, govt. Inventory sys,
improvement of existing sys(MYRB, PEM,
PLAMS)
P20. E-Medical Records, Web-based Health
Mgmt Info Sys, Telemedicine 60.5 MoH
I_321. Civil Registration System (AFIS, bi- 25 DCRC/MoHCA
lingual)
P22. Labornet, Job Portal (Enhancement) 3.7 MoLHR
P23. GIS Digitised Road Network Map& GIS-
based human settlement maps 2 MoWHS
P24 Intelligent Transport System 15 RSTA/MolIC
P25. Corruption Compliant MgtSystem 0.5 ACC
P26. Terrestrial Network 525 BBSC
P27. Audit Information Mgt System 24.75 RAA
N . Royal Court of
P28. e-Filing System for Judiciary 4.1 Justice
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Networked Government

It is important to network all government agencies including Gewogs and
Dzongkhags within the fold of e-Government programme and achieve good
governance. This will address the need for a safe, reliable and secure
communication platform allowing for improved data sharing among government
agencies. This network will also ensure availability of higher bandwidth capable
of delivering the performance required by applications & real-time services, voice
or video, in an efficient manner between agencies. Simultaneously, a dedicated
security team will be required to ensure ICT infrastructure security as well as
information security. Following are some of the key initiatives that will be

implemented during the 11 FYP.

National Broadband Network

RGoB has embarked on implementing the ongoing National Broadband Master
Plan project to harness the benefit of ICT with the objective of establishing a
secure, sustainable, affordable and appropriate ICT backbone fiber optics
network connecting all the Dzongkhags and access network connecting all
Gewogs. The backbone infrastructure will be capable of delivering e-services

efficiently and seamlessly to all sections of Bhutanese society.

The fiber optics network consisting of Optical Ground Wire (OPGW) and All Di-
electric Self Supporting (ADSS) is being established leveraging the Bhutan
Power Corporation (BPC) high voltage transmission anddistribution network. As
BPC’s transmission and distribution network had been already deployed in
almost every part of the country, it was considered in the national interest that
BPC’s infrastructure could be used to string OPGW and ADSS cables, which
would result in prudent utilization of the infrastructure for facilitating fiber
connectivity across the country. In addition to this, there is also huge cost savings

for the Government and it poses minimal impact to the natural environment.

Currently, all the Dzongkhags and 138 Gewogs have the physical fibers
connected, while the works to lay fiber to the remaining 70 Gewogs is under
progress. The four remote Gewogs of Soe, Naro, Lunana and Lingshi will be
connected by radio technology as these Gewogs doesn’t have power distribution
network to carry the fiber. While the OPGW cables form the core backbone
infrastructure connecting all district administrative centres, the ADSS fiber are
being extended from this core network andterminated in a strategic location in the

Gewogs, from where Internet Service Providers (ISPs) will serve homes and
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schools, Basic Health Units (BHUs) and other offices from that point of presence.
The two Telcos have already leased a pair of OPGW fiber and are providing
services in all the districts. Meanwhile, other ISPs have also applied for leasing a

pair of fiber to take services to all the Dzongkhags.

This capital-intensive project was undertaken by the Government to create a
level-playing field among the potential ICT players. Also, the Government has
brought down the cost of fiber to ZERO with the objective of making ICT and
media services universally accessible at affordable prices throughout country

particularly in the rural and remote areas.

The Nu. 600mGovernment of India (Gol) funded project is led by DITT/MolC and it
is being implemented by BPC. The project was kick-started in 2009 and is targeted
for completion by October 2013. The Focus now in the 11FYP would be on last
mile connectivity. The Ministry will work with the telcos to see how the last mile

services could be served.

Government Intranet (Thimphu Wide Area Network)

A dedicated, high security and high speed network connects all the ten ministries,
the Prime Minister's office, other government agencies in Thimphu and
Dzongkhag administration offices. The core of this network is the Government
Intranet, also known as the Thimphu Wide Area Network (TWAN).

The Government will extend this network to all 205 Gewogs and Dzongkhag, to
bring these offices within the fold of its e-Government programme. The
connection of Gewog offices to the Internet and Government Intranet would be
via the Community Centres at the Gewogs by virtue of close proximity. By the
end of the 10 FYP, 185 Gewogs will each have a Community Centre (CC). The
remaining 20 Gewogs will get their respective CC during the 11 FYP.
Connectivity of these CCs to the Internet and Government Intranet is currently
being established. The connection of Dzongkhag offices to the Internet and
Government Intranet shall be achieved by leveraging the infrastructure of the

Telecoms and ISPs.

As the TWAN was established in 2006, the network equipment would have
reached the end of life in 2013 and hence would need to be replaced. The
concurrent technology refresh of network equipment is required to ensure
network stability because in addition to Internet and Government Intranet

connectivity, the TWAN supports mission critical shared government systems.
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Some of these systems include the Public Expenditure Management System
(PEMS), Multi-Year Rolling Budget System (MYRB), Planning and Monitoring
System (PLaMs) and Civil Service Information System (CSIS). The TWAN will
also support all G2C and G2B e-Services, and new government systems such as
the e-Procurement and Geospatial Information Systems planned for
implementation during the 11 FYP. The extension work will commence by
December 2013 and is expected to complete by June 2016. The total projected
cost is Nu. 190m and the amount will be invested in replacing equipment and

building new networks wherever necessary.

Bhutan CIRT

A secure Government Intranet underpinnes good governance. Bhutan today is
firmly on the information superhighway. The Internet, mobile phones and online
information systems have become a part of our everyday lives. With the vision of
an ICT enabled information society and with increasing ICTisation taking place,
our dependence on these ICT systems and services is growing by the day.
Consequently, the inherent threats of the cyber world have not only become a

reality but a real danger to our daily lives.

Like countries elsewhere, Bhutan requires a dedicated organization with a team
of professionals comprising of members from law enforcement agencies (police,
ACC, legal etc) to function independently and help the society manage cyber
security threats and incidences. It is not only important to prevent cyber security
incidents, but also vital to be able to manage an incident well when it inevitably
occurs. A deliberate and systematic approach to managing cyber security
incidents is critical to ensure that normalcy to life is restored as soon as possible

following an incident.

The Bhutan Computer Incidence Response Team (BtCIRT) will be established to
serve as the national agency for cyber security incidents. The BtCIRT will be
responsible for performing the following and other functions relating to cyber

security as may be warranted:
i) Collect, analyse and disseminate information on cyber incidents;
ii) Forecast and be alert of cyber security incidents;
iii) Execute emergency measures for handling cyber security incidents;

iv) Coordinate cyber incident response activities;
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v) lIssue guidelines, advisories, vulnerability notes relating to information
security practices, procedures, prevention, response and reporting of

cyber incidents; and
vi) Revisit Cyber Security clause in existing Bhutan ICM Act.

Bhutan is a member of International Multilateral Partnership Against Cyber
Threat (IMPACT), which is supported by ITU. Both ITU and IMPACT’s support
and guidance will be sought in establishing BtCIRT and building capacity and

professionalism in th area of cyber security.

For a start, BtCIRT will be established as a body under DITT/MolC. It will be spun

off as an autonomous agency once it iseffectively functional.

The formation of BtCIRT will start in the beginning of 11FYP until 2015. The total
budget estimate is Nu. 25m which will be utilized in enhancing human resource

capacities.

ICT Policy & Legal Framework

Bhutan has come a long way since 1963, when the first works for building a
telecommunications network was initiated as part of the first FYP for modern
economic development of the country. The Internet was launched in June 1999
and in 2003, Bhutan's first GSM (Global System For Mobile Communication)
mobile communication service was launched. Since then, Bhutan's development
in the ICTisation process has been phenomenal. Not only on the infrastructure,
but also on the content side such as e-Government applications, there has been

a considerable development.

e-Government Policy

The trend in increasing use of ICT services indicates the need for a consolidated
e-Government Policy that will capitalise on existing technologies to enhance
competitiveness, increase productivity, improve service delivery and economic
development, to promote greater social inclusion, and pave a way for sustainable
and good governance practice. Currently, all the ICT policies and strategies are
scattered. Without such a clear and comprehensive policy in place, achieving

good governance would be farfetched.
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The e-Government Policy will be developed to cover four broad areas:

i) Connectivity

a)

b)

d)

Provide backbone ICT infrastructure and facilitate the roll out of
services to areas which are commercially not viable and that might not

otherwise be served through the operation of market forces.
Provide affordable ICT access at entry levels for the people of Bhutan.

Provide Internet access and usage to benefit all communities in
Bhutan whether they are academic, professional, urban, rural or local

communities.

Provide a dedicated, high speed and secure Government Intranet

connecting the Dzongkhag, Gewog and Dungkhags offices.

i) Security

a)

b)

c)

Establish Bhutan Computer Response Team (BtCIRT) to serve as the
national agency cyber security incidents that constantly monitors,

prevents and manages incidents.

Establish the Government Data Centre with secure, high quality and
availability infrastructure, server, and storage systems, where all

government systems will be housed.

Conduct regular ICT security audit for mission critical systems.

iii) Service Delivery

a) Establish Website Interface Standards.

b) Develop common standards to enable sharing of data and

interoperability of services.

Include provision to support Dzongkha, including Dzongkha
localization, to avoid cost of re-developing systems later on. The
standard for the common platform and applications needs to include
the provision to enter, store, transmit, query, display, and properly
collate (sort) Dzongkha Unicode data in UTF-8 or UTF-16 format.
Such things as usernames and passwords should also be compatible

with Dzongkha.
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Treat development of security applications such as those in the area
of national security, government communications e.g. government

email encryption separately to enable higher level of security.

Enforce the use of government email for official government electronic

communications.

Provide e-Services that are accessible from anywhere and anytime

and leverage the mobile platform where feasible.

Establish a single source of truth through the development of common
data hubs.

iv) Deployment

a)

b)

d)

Aggregate ICT demand of Government agencies and DHI portfolio
companies to negotiate for bulk supply of ICT products and services
e.g. computer desktops and notebooks, software licenses, application

development and maintenance services.

Strict vigilance over the testing and acceptance of products and
services supplied to avoid procurement of products and services that

do not meet requirements.

Enforce the use of authorized software to combat virus/security and

address legal/moral issues.

Consider open source software over proprietary software to address
current issues like system incompatibility, low cost of maintenance

and ease of procurement (e-GIF will address this issue).

DITT/MoIC will be the lead agency in developing and implementing
the e-Government Policy in close coordination with the line agencies.
Given the importance and urgency of the policy to be put in place, the

policy is proposed to be formulated in the first year of the 11FYP.

The e-Government Policy shall be flexible and adaptive to reflect the
pace of change and ensure that the best outcomes are delivered to
the Bhutanese society at any point in time. The policy shall be a living
document, and will be reviewed and revised regularly to ensure its

maximum currency and effectiveness.
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Telecom and Broadband Policy

Telecommunications and Broadband development is occurring in a dynamic
social, market and technological context. To provide an over-arching framework
to enable best optimization of the telecommunications and broadband
infrastructure, applications, services, access and usage, MolC though support
from World Bank and ITU, has developed the Telecom and Broadband Policy.
The policy is flexible and adaptive to reflect the pace of change and ensure that
the best outcomes are delivered to the Bhutanese society at any point in time. It
will be a living document, and will be reviewed and revised regularly to ensure its
maximum currency and effectiveness. The policy is currently undergoing GNH

Policy Screening Tool and once approved will be implemented in the 11FYP.

Practical focus, with emphasis on specific targets and measurable deliverables,
is detailed in the Telecom and Broadband Policy Strategic Action Plan in Annex
A

Information Communications & Media Act

The Bhutan Information, Communication & Media Act 2006 (ICM Act) was
enacted by the National Assembly in 2006 and came into effect from 5 July 2006.
This is the only Act which deals with the ICT sector, including printing and media.
This Act is, therefore, seen as instrumental in streamlining the development and
regulation of ICT and media sectors in the country. The responsibility for its
enforcement has since been vested on the Bhutan Info-Comm & Media Authority
(BICMA).

Recent developments indicate that certain provisions of the Act require
amendment and additional provisions to address the new requirements
emanating from the rapid technological development, making it necessary to
have in place more stringent provisions, especially those dealing with emerging
issues such as cyber security, data protection and privacy issues. The MolC, as
the agency responsible for administration of the Act, is required to propose its
amendment from time to time. The Ministry has initiated the amendment since
2011 and submitted to Cabinet for discussion in the Winter Session of the
Parliament 2012. The Cabinet however, directed that the amendment be deferred
to the 11FYP.

The revised Act is planned for deliberation and endorsement in the first year of
the 11FY (2013-2014). Considering that the amendment has now been deferred,
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MolC should review it further for improvement, for which Nu. 1m is proposed. The

scope of the services shall broadly include the following:
i) Further review/refine the ICM Act;

i) Draft missing provisions to address cyber-security, data protection and
privacy issues associated with spam, phishing, botnets, spyware etc that
pose security risk to government, consumer and business users especially
Data Centre and BPOs;

iii) Make security provisions for mobile communications in view of Internet
telephony and mobile services handling high volume of data and subjected

to more frequent targets of cybercrime;

iv) Address issues concerning VolIP infrastructure considering their increasing

vulnerability to attack that plague other networked computing architecture;
v) Provision for analogue to digital information migration;

vi) Remove repetitions and inconsistent provisions relating to the above

provisions; and

vii) Present the revised draft to the stakeholders for feedback.
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ICT Capability Development

Parenting of ICT Professionals

As ICT implementation in the Government matures, the responsibilities of ICT
professionals increase both in depth and coverage. This demands specialized
skills in varied areas within the field. However, currently most agencies have only
one or two ICT professionals to manage the agencies’ ICT needs that range from
day-to-day operations to planning and development of new systems. In addition,
other ICT governance requirements such as information and system security are
becoming new imperatives as more systems are implemented and more

information is kept in the electronic form.

The current ICT support structure at agencies is increasingly challenged and is
fast becoming ineffective in providing the expected range and quality of ICT
services. ICT professionals often work in isolation in their respective agencies
without peer support and mentorship. Opportunities for career development and

advancement depend on the agencies they are working for.
Through the Parenting of ICT Professionals initiative, MoIC aims to:

i) Effectively support all RGoB agencies through the strategic use of ICT both
at the agency level as well as at the Whole-of-Government level so that the
agencies can deliver excellent government services;

i) Ensure well-coordinated and effective ICT investment and implementation;

iii) Provide high quality ICT professional services through ICT capability
development; and

iv) Provide ICT professionals with ample opportunities for career development

and advancement.
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MolC will professionalise the management of ICT resources and ICT

management practices by implementing the following:
1. Structure and Establish ICT Division/Department in Agencies

- Clearly define terms of reference of the ICT Division/Department

within each agency
- Set up ICT Division/Department with suitable structure within each

agency
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ICT Services structure in Autonomous Agencies

ICT Services structure in Dzongkhags
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2. Professionalise ICT HR practices
- Clearly define ICT job responsibilities
- Clearly define ICT career path
- Putin place ICT Competency Development Framework
- Putin place HR processes for ICT Professionals
3. Professionalise ICT Management Practices

- Put in place ICT Workplanning Processes including Five Year

Planning and Annual Work Planning processes

- Put in place ICT Systems Delivery Processes such as Project

Management, Systems Analysis and Design, IT Procurement

- Put in place Supporting ICT Processes such as Helpdesk
Management, Problem Management and Systems Change

Management.
4. Pool of Expertise

- Putin place group of experts in various ICT fields such as Infocomm

Security, IT Master planning, Project Management etc.

- These groups of experts will provide technical advice and services

and formulate guidelines for the whole of government.
5. Establish Communication Forums

- Put in place communications forums for ICT professionals and

Government leadership

DITT/MolIC will be the lead agency in developing and implementing the Parenting
of ICT Professionals initiative. Given the importance of this initiative, its
implementation will commence in the first year of the 11FYP and estimated
budget is Nu. 267m.

Development of Leadership & Non-ICT Professionals

The Chiphen Rigpel “Empowering a Society, Enabling a Nation” project is a five-
year Nu 2.05b project (spread across seven agencies) that is fully funded by the
Government of India. This ICT capacity development programme that
commenced in 2010 aims to transform Bhutan into a knowledge based society.

Over the last two years, its focus has been on laying the groundwork and
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creating the groundswell for sustained and effective change. The first steps
towards empowering the leaders of Bhutan and building infrastructural and
institutional capacity have been completed and the results well-received by all

stakeholders.

As the project progresses and touches more and more citizens, it is an opportune
time to plan and initiate the next phase for ICT capacity development. The next
phase will leverage on the fertile ground prepared by availability of trained
manpower and existence of enabling processes, to develop knowledge creation
capabilities which will create momentum towards achieving the vision of a
knowledge-enabled Bhutan. There is a need to extend and expand the outcomes
envisaged during Chiphen Rigpel project and reach an additional 30,000
Bhutanese citizens and institutions that were not covered under the current
Chiphen Rigpel. For the next phase, the Government should continue to explore

possibility on general ICT capability development.

To supplement its needs for more specialised and advanced ICT training, the
Government should consider engaging the Royal University of Bhutan (RUB) to
develop customized and localized ICT training courses, and engaging foreign
training institutions like the Institute of System Science under the National

University of Singapore to develop e-Government leaders and ICT professionals.

Current ChiphenRigpel training curricula should be revisited and crafted
according to user’s/learner's requirement. Emphasis should also be given on
Dzongkha language computing. For instance, when users are trained to use
applications for word-processing, spreadsheets, database management,
presentations, page layout and graphics they need to be taught how to use these
applications with Dzongkha. Those learning to develop websites, databases, and

other applications need to know how to develop for Dzongkha as well as English.

Both ICT professionals and users need to have better knowledge and capability
in Dzongkha computing. To this end relevant material needs to be included in

the curricula for ICT courses in schools, colleges and private training institutions.

DITT/MoIC will lead the planning for the next phase for ICT Capability
Development with MoE and MoLHR as participating agencies. The estimated
project cost for implementing the next phase of ICT capability development is Nu.
1000m.
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ICT for Sectoral Transformation

ICT is recognized as an engine for social and economic transformation to
empower and transform the lives by developing ICT infrastructure, skilled pool of
resource, innovative industries and empowering communities. The advancement
and application of ICT provides limitless opportunities in almost every facet of our
working and social lives. Through the adoption of ICT, the sectors would enhance
the internal efficiency through improved service delivery and interactive

engagement of government, people and business.

The initial five sectors identified for ICT transformation are Education, Finance,

Health, Agriculture and Tourism.

ICT for Education

With the introduction of an ICT integrated teaching and learning environment, the
education sector will use ICT as a tool to equip teachers, educators and students
with the competencies and wide range of readily-available ICT resources. The

application of ICT will transform the education practices in the country.

Description of the initiative to develop and implement the ICT Masterplan for
Education can be found under Outcome: ICT for a Bhutanese Information

Society.

ICT for Finance

To realize the vision of maintaining transparency,a comprehensive ICT
infrastructure to automate and transform entire process of procurement, e-
payment and online tax filing between government, business and citizens would
be implemented. Existing diverse systems would be integrated and upgraded to
fully functional web-based system thereby reducing turnaround time and

unnecessary paper work.

ICT for Agriculture and Forestry

The emerging ICT enabled technology to guide and utilize the potential of ICT in
addressing the challenges and uplifting the livelihoods of people bytransforming
operational efficiency in agriculture sector. It would contribute towards attaining
Gross National Happiness by providing relevant agricultural information in rural
areas to help farmers improve their labor productivity, increase their yields and

realize a better price for their produce.
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ICT for Health

A holistic ICT planning for better delivery of health care service is paramount.
The ICT infrastructure to automate and transform entire process of health care
delivery is what is required to be addresed in Health ICT Masterplan. Existing
diverse systems should be integrated and upgraded to fully functional web-based
system thereby reducing turnaround time and unnecessary paper work. The

masterplan will be developed within end of 2013.

ICT For Tourism

Tourism is one of the key sector and ICT can play a very important role in
improving the delivery of services. A seperate ICT Masterplan is crucial to review
existing gaps and come out with key strategies to take the sector to next level.

The masterplan will be developed within end of 2013.

ICT Masterplan for Education

To attain its vision of “... an educated and enlightened society of gyalyong gakid
pelzom at peace with itself, at peace with the world, built and sustained by the
idealism and the creative enterprise of our citizens”,the Ministry of Education
(MoE) will formulate and implement the ICT Masterplan for Education in the
11FYP.

Today, ICT has a profound impact on the way in which people live, learn and
play. It can extend the learning environment and contribute to the construction of
a learning society. With more than 176,647 students studying in 553 schools and
109 Extended Classrooms (ECRs) taught by more than 7,932 teachers, the
promotion on the use of ICT in education has been listed as one of the priority

areas in Bhutan.

ICT has been taught as an optional subject in all middle and higher secondary
schools since 1992. From 2000, MoE started capacity building programs with the

participation of more than 200 teachers.

With the launch of the Chiphen Rigpel Project in 2010, Bhutan’s level of ICT
integration entered a new phase. ICT classes have been made mandatory from
Class VIl onwards, and compulsory basic ICT literacy training has been initiated
for all teachers. To date, more than 2,000 teachers have been trained. A pool of
master trainers has also been groomed from among teachers to develop and
conduct ICT related capacity building workshops and training. Besides the

existing IT labs in all Higher Secondary Schools (HSS), Middle Secondary
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Schools (MSS) and a few Lower Secondary Schools (LSS).Computer

laboratories have been established in 168 secondary schools under Chiphen

Rigpel project.

Other noteworthy ICT projects that enhanced ICT integrated lessons in the

classroom and inspired education transformation include:

i)

i)

Weaving Infotech Resources into Education (WIRED) that was funded by
RGOB and the Singapore International Foundation. The two year project
integrated ICT into the teaching learning process in five pilot schools by
2011.

One Laptop Per Child (OLPC) project that was funded by the International
Telecommunication Union (ITU). The project provisioned 210 “XO Laptops”

to 21 schools in different Dzongkhags.

Provision of 300 Classmate PCs to 15 schools with support from Intel World

Ahead Foundation.

The ICT Masterplan for Education will guide the execution of these three broad

strategies:

1.

Strengthen ICT Integration Into Curriculum, Pedagogy and Assessment

Besides, building relevant ICT skills in teachers and students, ICT would be
utilised as a tool for teaching and learning, ultimately enhancing the quality
of education. Dzongkha language should also be explored to include in the

ICT Curriculum.

Sharing of educational contents, research papers and curricula online via
TEIN network

Provide a Practice-Based and Model Approach for Differentiated

Professional Development

Teachers would be trained to integrate ICT in the delivery of lessons in all

subjects.

ICT Instructors would be recruited and regularized to enhance conceptual

skills and develop critical thinking in schools.

Hardware technicians and network adminstrators would be recruited for all
the secondary schools and the existing computer laboratory assistants’ ICT

capability would be enhanced.
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3. Enhance ICT Provision in Schools to Implement Programmes in the ICT

Masterplan for Education

Internet connectivity would be available to all schools, and computer labs in
schools would be equipped to bring down computers to students ratio by

1:30 for Primary Schools and 1:10 for Secondary Schools.

The lead agencies to implement programs in the ICT Masterplan for Education would
be the Department of School Education (DSE), Department of Curriculum, Research
and Development (DCRD) and Policy and Planning Division (PPD) and the
collaborating agencies would be Department of Information Technology and Telecom
under Ministry of Information and Communications (DITT/MolC) and the Royal

Education Council (REC). The Masterplan will be developed within end of 2013.

ICT Masterplan for Finance

ICT can re-shape and transform the financial sector. Besides improving existing
operational and decision making processes, ICT can evolve a whole new range of

financial services for the people, businesses, and the Government.

In the Government sector, the Ministry of Finance (MoF) is guided by the strong
vision to “steer and sustain a robust economy through a fiscal policy and culture of
fiscal discipline”. MoF formulates and implements dynamic fiscal policies and sound
financial management through maximization of resource generation, efficient
allocation, prudent expenditure and debt management, and proper accountability of

public resources.

While MoF has been an early advocate of ICT adoption in the Government, the ICT
systems that currently support the ministry’s functions are disparate and archaic. The
systems were not designed to ensure data accuracy, secure access, resource
sharing, and ease of use and information retrieval. To mitigate the risks from these
inefficiencies as well as technology obsolescence, an integrated approach to
technology refresh needs to be adopted. Some of these systems include the Macro
Economic Framework (MEF), Multi Year Rolling Budget (MYRB), Public Expenditure
Management System (PEMS), Common Wealth Secretariat of Debt Recording and
Management System (CS-DRMS), Bhutan Automated Customs System (BACS),
Revenue Administration and Management Information System (RAMIS)®, and the

Online PIT (Personal Income Tax) System.

> RAMIS comprises the Tax Management System, Sales Tax System & Revenue Accounting System.
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MoF would be the lead agency in driving the ICT Masterplan for Finance and
collaborating agencies would be DITT/MolC and other relevant agencies. The

Masterplan will be developed in 2014.

ICT Masterplan for Agriculture and Forestry

In accordance with the Kingdom's Vision 2020, the Ministry of Agriculture and
Forestry (MoAF) envisions information and communication technology as an
integrative and enabling, yet socially acceptable and culturally appropriate tool for the
fulfilment of. national food security; conservation of natural resources; sustainable
economic production and enhancement of rural income; and the generation of

employment opportunities.

The Ministry will walk the extra mile in proactively employing and efficiently utilizing
information and communication technology in contributing to Gross National
Happiness and people-centred development by ensuring food security, natural

resources conservation, sustainable production, and poverty alleviation.

With the application of ICT in Agriculture and Forestry, decision-making will be made
more objective and effective by improving the reliability and accuracy of data and
information required for realistic planning and management. Information gathering,
processing, retrieval and dissemination will be made efficient to improve access
information; to expedite flow of information; to enhance outreach of educational and
promotional programs; to maximize the opportunities offered by the information
technology; to improve the effectiveness of use of print and audio-visual materials;
and, to facilitate and coordinated development of spatial data standards and efficient

data sharing mechanism.

The ICT Masterplan for Agriculture and Forestry will be guided by these strategic

directions for the sector:

1. Establish a Knowledge Management System for MoAF

MoAF will adopt knowledge management approach for its organizational
communication needs. The knowledge management strategy can make sharing
and reusing of knowledge available to stakeholders within the Bhutanese
Agriculture and Forestry sector — MOoAF officials, researchers, extension
workers and farmers — both documented and tacit knowledge on renewable

natural resources not only locally but regionally and internationally as well.

The main components of the Renewable Natural Resources Knowledge
Management System (RNRKMS) are the RNR website and portals, RNR



Bhutan e-Government Master Plan

document management system, VERCON (Collaboration system, market
information system), RNR research network and video-conferencing facility.
The administration and technical support for the system will be provided by the
Information and Communications Services (ICS). However, the respective

departments will contribute the relevant contents for the system.

Establishing ICT Enabled RNR Service Access Channels

The RNR Service Access Channel will be used to improve the farmer's access
to information and reinforce linkages with the research, extension, and market
sub-systems. This will be addressed through deployment of low-end, low-cost
information and communication technology such as cellular phones, VCDs, and

cable television.

To take advantage of the Community Center and 70 per cent of the Bhutanese
having subscribed to cellular service, MOAF will develop both web-based and

mobile-based RNR services during the 11FYP.

Strengthening ICT Infrastructure and Capacity at Gewog

Since the frontline extension agents in Bhutan are the agents for the transfer of
RNR information and technologies, ICT should be strengthened especially at
the gewog level to maximize the utility of RNR ICT services. This will require
the establishment of connectivity to the gewog RNR centres and building the
ICT capacity of the gewog extension agents (agriculture, livestock, and
forestry). Since the infrastructure backbone is provided by MolC, the RNR
sector will focus on last mile linkages, i.e., final leg of the telecommunications
networks delivering communications connectivity to the actual users. The ICT
capacity of the gewog extension agents will also be looked after by providing
trainings on computer and internet know-hows, functionality of the RNRKMS,

G2C services and other RNR services.

The Information and Communications Service (ICS) of the MoAF will lead the
ICT plans and programs with close collaboration with other departments and
agencies under the Ministry. Other collaborating agencies would be DITT/MolC,

and National Telecom Companies.

The overall proposed budget for the development and implementation of the
ICT Masterplan for Agriculture and Forestry is estimated at Nu.25.9m for
recurrent budget and Nu.13.27m for the capital budget. The Masterplan will be
developed within 2014.
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Whole-of-Government Shared Services

A whole-of-government (WOG) approach is necessary for a small country like
Bhutan as resources are limited and capabilities are distributed. Synergies can
only be reaped and redundancies reduced through coordination and
collaboration. Government agencies need to go beyond operating within their
jurisdiction to adopt the mindset of serving as an integrated e-Government that

maximises ICT investments and reaps the synergies of working as one entity.

While government agencies are tasked with different functions and mandates,
they do adopt common processes and have common ICT requirements in the
area of systems, data and infrastructure. The WOG Shared Services initiative
aims to facilitate interoperability within the Government and deliver common data

hubs, common systems and data centre services for the Government.

e-Government Interoperability Framework

The electronic government interoperability framework (e-GIF), in its broad sense,
is government enterprise architecture to define technical standards and best
practices to enable ICT systems to integrate and interoperate across the RGoB.
It institutes set of standards and guidelines that the government agencies must
adopt to enable better sharing and collaboration within government agencies. It
allows diverse government application systems to easily exchange data and use
the data that has been exchanged meaningfully, with support of standardised

technologies, data and applications.

The e-GIF will be governed by e-GIF Governance to support its adoption and
maintenance. It adoption and compliance by different government agencies will
be reinforced through Cabinet Directive and Change Management Strategies.
The e-GIF is a live document and will be periodically updated whenever there is

change of technologies and policies.
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The overview of the framework is as below:
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The four main components of e-GIF are:

i)

i)

ii)

Business Architecture

The Business Architecture describes the different lines of business and the
associated government functions that cut across the boundaries of different

agencies.

Applications Architecture

The Applications Architecture describes the common applications and
application components that can be shared across the Government. It
includes the technical standards and security considerations pertaining to

the design and implementation of solutions and applications.

Data Architecture

The Data Architecture lists the data definitions and data elements of
common and shared data that are used across the Government. It will
describe the data pertaining to ‘People’, ‘Land’ and ‘Business’ data hubs
which are commonly used by various agencies’ applications. It also defines
technical standards, design and security considerations and best practices

related to the management of data.
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iv) Technical Architecture

The Technical Architecture defines the infrastructure technologies and their
respective technical standards to enable better system integration and
interoperability across the Government. It also defines the security

considerations and standards related to the infrastructure technologies.

Through the development and implementation of e-GIF, the Government seeks

to attain these outcomes:

1. Collaboration and interoperability across whole-of-the government and its

systems.

2. Adoption of a Whole-of-Government approach to reduce duplication of
effort and resources and improve service delivery through effective use of
ICT.

3. Identification of new opportunities for ICT development;

4. Alignment of the ICT initiatives of every agency towards common e-

Government goals.

DITT/MoIC has commenced the development of the e-GIF in July, 2012. The
framework will be implemented in the 11FYP. DITT/MolC will lead the
implementation of e-GIF in close collaboration with the line agencies. The

estimated cost for the implementation of e-GIF is Nu. 42m.

For more information, e-GIF excerpts are provided in the appendix E.

Common Data Hubs

The Government is custodian to the largest information repository in the country.
All agencies generate and manage information in the course of government
services delivery. However, there are many sources of related and duplicate
information within the Government. This makes it challenging to obtain reliable

information and the value of this information is not maximised.

There is a need to establish an authoritative source of information especially
information relating to people, land, businesses and vehicles. The information in
this “single source of truth” can then be accessed 24/7 by relevant government
agencies as required for more effective and efficient government services

delivery. Non-sensitive or publicly-available data can also be published by the
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Government to facilitate data analysis and research, and application

development.

In the 11FYP, data hubs pertaining to people, land, business and vehicle
information will be established. The respective data custodians and eventual data
hub owners are MoHCA, NLCS, MoEA and RSTA/MolC. Grouped under the
Common Data Hubs initiative, DITT/MolC will lead the establishment of the
People Hub, Land Hub and Business Hub. DITT/MolC will work in collaboration
with the data hub owners and line agencies that will be users of the respective
data hubs.

The Common Data Hubs initiative is expected to commence at the start of the
11FYP (July 2013), starting with the establishment of the People Hub and Land
Hub, and followed by the Business Hub and Vehicle Hub in conjunction with the
development of G2B e-Services. The establishment of the data hubs will be
outsourced on a Build Operate Transfer model at an estimated budget of Nu.
50m.

Common Systems

In the 11FYP, the Government will consolidate its requirements for common
systems such as the Government Email, Government e-Procurement System,
National Spatial Data Infrastructure, e-Authentication and e-Payment Gateway.
This will enable the Government to put in place key systems while drawing on
significant economies of scale. Where it makes sense to do so, the Government
will pursue public-private partnerships to implement these systems, and use the
Government’s collective purchasing power to get the better value for money from

the private sector.

i) Government Email

There is a need to unify electronic communications so that the RGoB would
have in place one enterprise email service for the WOG that is available 24/7,
secure, full-featured and more efficient to administer (easy central
deployment of software upgrades and security patches, and management of
email accounts etc). This can be done by mandating the use of the
Government Email for official communications and consolidating and fulfilling
the email service requirements across ministries and government agencies.
The former will be addressed by the eGovernment policy and the latter

through the One Government Email project.
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Currently, the RGoB spends huge amount annually on multiple, isolated and
disparate email installations across ministries and government agencies.
There are different email instances, versions and software applications that
are used for official communications, even personal email accounts on email

services like Google mail and Yahoo mail.

While electronic communication is possible, there are concerns over the
security of the information transfer and archival of email exchanges, and the
reputation risk of the RGoB. Other helpful features of email services like the
sharing of calendar and mailing lists across ministries and governance
agencies could not be maximized because the email servers are standalone
systems. Effort to administer the email servers are also duplicated in various
ministries and agencies, either by IT staff onsite or outsourced to different

service providers with different service levels agreements.

It is envisioned that the One Government Email will be hosted on a cluster of
secured and high availability servers at the Government Data Center in the
Thimphu TechPark. Alternatively, the One Government Email can be part of a
cloud-based suite of enterprise applications (including word processing,
document management etc) on the Government Cloud. Regardless, this
being a central service, DITT/MolC will work with all ministries and agencies
to define the requirements of the One Government Email and manage the
outsourcing contract. From a software licensing perspective, there is
potential cost savings from the aggregation of demand for email services from
ministries and agencies. From a resource management perspective, the
administration of email services would be outsourced to dedicated and
qualified professionals, hence relieving the ICT professionals to support the

core business of their respective ministries and agencies.

ii) e-Procurement System

The Public Procurement system is an important instrument/tool to ensure and
achieve efficient, effective and transparent management of public resources.
The implementation of e-procurement system will immensely support the
public procurement system by enhancing transparency and efficiency in
government procurement processes. The electronic Government

Procurement (e-GP) will generate significant saving by reducing cycle time
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and avoiding unnecessary paper works. The system will also ensure

transparency in the entire tendering procedures.

Since the e-GP system will manage the tenders electronically on a website,
every bidder will have access to the tendering information anytime and
anywhere with an internet connection. This will ensure large coverage of

bidders and wider competition.

MoF will consider the use of Software as a Service (SaaS), a software model
with the procurement application centrally hosted in a government cloud
computing environment so that all ministries and agencies can access over
the Internet. Such a model brings about benefits of low cost of ownership, no
capital expenditure, and rapid deployment. Application Service Providers
(ASP) deliver SaaS on a “pay-per-use” basis or a monthly/annual fee based
on an agreed service level agreement. They will manage service updates,
reliability, availability, scalability, security and back-end system integration, if

required — thereby relieving IT staff to support strategic business functions.

For a start, the system will support small value purchases, quotations and
tenders based on the value of purchases. For the activity, which includes
capacity development and the development of system, an estimate of Nu 34

million of Capital Budget is proposed.

iii) National Spatial Data Infrastructure

The use of Geographic Information Systems (GIS) has steadily increased
over the last decade. There is now a major investment in both GIS technology
and GIS related data. Unfortunately, many of the applications were developed
in isolation with different government agencies pioneering their own GIS
development. As a consequence, there is redundancy in data and extensive

duplication of effort and wastage of resources.

As the need of the country expands and the realization of the potential of GIS
became more pronounced, the deficiencies and shortcomings of the
standalone GIS systems became evident. There is also a lack of proper geo

information policies, unorganized GIS community and incompatible data sets.

The Cabinet has directed the National Land Commission (NLC) to be the lead
agency in developing the National Spatial Data Infrastructure (NSDI). NLC
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needs to create awareness among the agencies to encourage usage of
existing infrastructure by adding layers of information pertaining to their core
business instead of developing similar spatial data infrastructure. There has
to be a close coordination between NLC and the line agencies to better
leverage the infrastructure for improving planning and delivery of government

services.

For a start, the Election Commission of Bhutan (ECB) will contribute an
electoral data layer with information on electoral boundaries and elector
profiles etc and leverage the NSDI for the enhancement of the Election
Management System. The Ministry of Works and Human Settlement
(MoWHS) will contribute a human settlement data layer with information on
settlement density and profile, a farm roads map, and a public works map. In
future, MOWHS can leverage the NSDI to develop a “GlS-based Digitised
Road Network Map” that presents a view of ongoing public works in the

country and facilitates planning and decision making.

NLCS has proposed Nu 11m in the 11FYP to develop Bhutan National
Spatial Infrastructure (NDSI) with data model, meta data, base data for Geo
Portal and contribution to information dissemination. There is no committed

donor funding.

iv) e-Authentication

Authentication is required for e-services where users must identify
themselves. There is need for a secure and easy-to-use authentication
method for the users to prove their identity and obtain personal information

and services from the government agencies over the Internet.

A common Authentication Service, which provides end-to-end encryption of
user IDs and password, will be established for government e-services that
require authentication. With a common Authentication Service, citizens only
need to remember only one Authentication ID and password for
authentication when accessing different government e-services. It also
reduces the needs for multiple government agencies to setup similar

authentication service and duplicate user registration.

The Citizenship Identity Card Number issued by the Department of Civil
Registration and Census has been identified to be used as the Authentication
ID as the majority of the population will have been issued with the National

Identification Number. Users can apply for the Authentication ID online using
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the National Identification Number and the password will be sent to their

email account.

To use an e-Service that requires authentication, the user will need to first

logon using the Authentication ID.
The functionalities and features of the Authentication Service include:

a) Single Sign-On

The Authentication Service will provide single sign-on capability which uses
one authentication method to verify the identity of a user while granting
access to multiple applications and services. Once a user’s credential has
been successfully authenticated, the user will be granted appropriate
access to the application. When a user request access to another
application and if the second application accepts credentials from the user
and the first application, no additional authentication will be required. This
simplifies the authentication process by using the same mechanism to

verify the user identity from application to application.

b) Authentication Method

Authentication can be implemented by using something you know (e.g.
password) or something you have (e.g. token). Single factor authentication
which uses Authentication ID and password is generally adopted for the
implementation of government e-services. Two-factor authentication using
biometrics is recommended to increase the assurance if there is a need to
access a more secure system or sensitive information. Alternatively,
password for one-time usage only can be randomly generated by a token,
or generated by a server and sent to a mobile phone via a short message
service (SMS).

¢) Encryption

The Authentication Service will provide end-to-end encryption of the
Authentication ID and password. This is to provide more assurance on the

confidentiality and integrity of these key parameters used for authentication.

d) Non-repudiation

The Authentication Service will need to support non-repudiation

requirement by providing conclusive proof of participation by both sender
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and receiver of data in an online transaction environment. The
Authentication service can also provide digital signature service by using a
server digital certificate generated by a Certification Authority (CA). Digital
certificate is an electronic file that certifies identity and contains other
information such as the public key and the expiration date. Certification
Authority is a trusted 3rd party that issues the digital certificate (e.g.
VeriSign digital signature). The digital certificates shall comply with the
X.509 version 3.0 standards as specified in Request for Comment (RFC)
3280.

e) Password Security

The password generation process shall be secure and support enforcement
rules on the password. The recommended password security include
password length (minimum eight characters), password change after first
logon, account lockout after six invalid logon attempts and change of

password every ninety days.

f)  Online Application of Authentication 1D

The registration of Citizenship Identity Card Number is supported by
Passport, Birth Certificate or Affidavit. Using the Citizenship Identity Card

Number, users can apply for the Authentication ID online.

The password for the first-time registration will be sent to their postal

address in sealed envelope via registered mail.

g) Password Reset

It is recommended that password reset to be done by sending a temporary

access code and one-time expiring URL via email.

v) e-Payment Gateway

Citizens make many different kinds of payment to the government. The
payment can be fees, licenses and taxes. With e-payment service, citizens
can make these payments more conveniently and easily via the Internet
without the need to travel to a physical payment counter. By implementing e-
payment service, the government not only delivers better services to their
citizens and businesses, it also gains efficiency by automating the payment

process.
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It is recommended that a centralised e-Payment Gateway be established to
connect to the bank or payment service provider instead of every agency
setup their own gateway. E-services can interface with the banks/payment
service providers via the e-Payment Gateway for payment transactions. It
will save implementation cost and the government only needs to audit one

payment gateway system.

For security reasons, all payment transactions shall be protected by digital
sighatures to ensure proper authentication and non-repudiation. All
communication channels shall also be encrypted using standards-based
specifications such as secure sockets layer (SSL) to prevent eavesdropping
of messages by unauthorized parties. Audit trails shall also be maintained
for all events transpired in the course of the payment transaction.

Description of the initiative to develop and implement the e-Payment
Gateway can be found under Outcome: ICT as a Key Enabler for

Sustainable Economic Development.

vi) Personal Information System

The Personnel Information system (PIS) is a Computer based system for
maintenance of the records for individuals in an organization. The details
pertaining to personnel, postings, qualifications, training attended; family
details etc are stored in this system. Most of the agency has a PIS system
and many more have proposed to develop PIS system for their agency in 11"
five year plan. This could lead to duplication of the same system across the

whole of Government and data which are not consistent for integration.

Therefore, DITT took an initiative to discuss with some of the agencies that
have PIS system and those who proposed to develop PIS on possibility of
having and using single system. It is found that RSCS has a civil service
information system (CSIS) that captures every detail of civil servant and its
HR action. It is proposed that all agencies should used the CSIS instead of
developing their own PIS system. This will reduce duplication of effort and

resources.
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Following are the findings:

1. CSIS access is given only to HROs to view, update and take HR action
for their ministries/agencies and the access to rest of civil servant is only
to view their individual details.

2. Agencies want their agency head (chief, director and secretary) to have
access to CSIS to view the entire employee under them and generate
reports to take day to day decision etc. for which the access to CSIS is
not provided. Moreover, CSIS doesn’t meet some of the specific
requirement of agencies and their report format is different from what is
there in CSIS (CSIS has generic report).

3. RCSC clarified that they can give access to CSIS with only view details to
their agencies head. But respective agencies have to write to RCSC
requesting for access to CSIS.

4. CSIS can’'t be customized to meet the needs of every agency to be used
as PIS system for them. Therefore, a team will carry a detail requirement
study for PIS system (unique feature that is not there in CSIS) and what
information (data) is common across. Based on the report, RCSC will
prepare a master data (dynamic) which will be then shared with all the
agencies, where agencies can have a reporting tool( in place of PIS) to
generate different reports that meets their requirement.

5. All HR action and information to be updated in CSIS itself to make it

consistent and as one of the data hub for e-gif standard.

Roughly about Nu. 3.1m is required to develop a common PIS system for whole

of Govt if above solution is not possible. Following is the estimation.

Name Cost
Requirement study 100000
Preparing RFP, tendering ,evaluation etc 50000
Development of system (outsourcing) 2000000
Training 500000
Equipments etc 500000
Total 31,50,000

The above is just a rough estimation; it might go 20% up or down.
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Government Data Centre

This initiative seeks to establish a Government Data Centre to improve public
service delivery and ensure disaster resiliency under the pillar, ICT for Good
Governance. This will be a WOG approach towards the provision of data centre

services to avoid duplication of investment in this area across the Government.

Currently, government agencies procure and maintain their own servers and
network equipment either at their own premise or host with data centre service
providers both locally and abroad. This demand for data centre services

continues to increase as agencies leverage ICT for service delivery.

In the 11FYP, the Government will aggregate demand for data centre services
and provide for services in these three areas through the Government Data
Centre (GDC):

* Hosting Services — Agencies will have the option of Managed Server
Hosting and Dedicated Server Hosting. The former allows agencies to co-
host their solutions on Best of Breed servers that will be manned by
dedicated and trained professionals 24/7. The latter gives agencies the

flexibility to house and man their own servers at the GDC.

* Managed Services — IT Services Management including OS management,
system monitoring, firewall management and email provisioning will be

provided in accordance to defined service level agreement.

* Connectivity Services — Connectivity to the TWAN for secure intra-

Government networking and high speed Internet access will be provided.

The GDC will be designed to ensure the highest level of reliability and availability
so as to sustain mission-critical operations. Consideration will be placed in the
area of physical infrastructure, security control, power supply, racks,
environmental control, fire detection and suppression, 24/7 customer support and

structured cabling.

The functioning of the Government is increasingly dependent upon ICT. Besides
existing common systems, there are ICT solutions in use by agencies and many
on-going and planned ICT initiatives. Currently besides individual websites and
mail systems, the whole of government also uses a number of real time systems

such as Public Expenditure Management System, Multi-Year Rolling System,
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Planning and Monitoring System, and Civil Service Information Systems. The
number of G2C, G2B and G2G activities already initiated will further increase
Agency’s ICT and data holdings. The rising demand for ICT to be available at all
times will increase the need for reliable and efficient data centres. The current
practice of maintaining several server rooms with sub-optimal conditions is not

only costly but also unreliable and insecure.
Having a Government Data Ce